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Industrial Network Continuity

Cybersicherheit und Verfiigbarkeit in ICS
Herausforderungen derzunehmenden
Vernetzung in der Industrie
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Kommunikationstechnologie in Industrie 4.0

Mechanisierung

Automatisierung
» Dampfmaschine

« Computer
» Webstuhl * Roboter
* Treibriemenanlage + Sensoren

Massenproduktion Industrie 4.0
* FlieRband
* Elekrizitat
* Verkehrsmaoglichkeiten

* Cyber-Physikalische
Systeme

* Internet of Things

* Internet of Services
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Vorteile und Herausforderungen der Industrie 4.0

Hohere Flexibilitat und Effizienz der
industriellen Produktion durch:

_,4»‘?':*‘-*13\ « vollstandig vernetzte Industriesteuerungen,
T4 —— o , ,
Ne? « ermoglicht durch die Verschmelzung mit
den IT-Systemen,
: e basierend auf der Internet-Technologie
Industrie 4.0 (Ethernet & TCP/IP).
» Cyber-Physikalische
Systeme
+ Internet of Things Mit einigen neuen Herausforderungen:
* Internet of Services « hdhere Komplexitat, geringere Sichtbarkeit,

« mehr Fehlerquellen,
e neue und mehr Sicherheitsbedrohungen.
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IT und OT in einem Unternehmen

IT
Information Technology
Unternehmens-/Office-IT

oT
Operational Technology
Produktions-IT

»
»

— g ~—

g‘? ’ : N
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Die Ziele der OT und der IT vereinheitlichen sich

Funktionale
Sicherheit

Angriffen

OTundIT

4. Verfugbarkeit
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Sicherheit (und Verfiigbarkeit) in der Produktion
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Corporate Network

SIEM and Ticket Systems

Industrial DPI Learning and Workflow and ERP and MES
Decoding Engine Analytics Engine Report Center

API Callback 0
|I-DPI State
M
Machine Flow Tracker

Existing Dashboard / Leitstand

e EXTERNAL CONNECTORS

Protocol Content
Identifier Decoder

Asset monitoring and Control Systems

Big Data
RHEBO CONTROLLER
Supervisory Network
SECURITY HMI CONTROLLER
- - Control Network
= E H —
Bk I
e apmmcemeroumme——
SWITCHING SWITCHING SAFETY . l SWITCHING
-----: '::::::
Q
\ = m m m | - -
& — L] L — | s
PROXY MOTION CONTROL ROBOTS REMDOTE I/0 SENSORS PROXY WIRELESS
& DEVICES

Fieldbus Network
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Wie wird 100% Sichtbarkeit erreicht?

Frame (L2): Physical device, media port, frame, VLAN, L2 protocol, function decode...

Device=02:14:4f...
Proto=EtherCAT
Vendor=Rockwell
Vendor=Siemens
Proto=LLDP
FirmwareVer=v04.02
Funct=LogicalWrite
Funct=PhysicalRead
APRDsession=0x0004
APRDvalue=0x0130
Proto=ARP

Packet (L3 to L7+)

Proto=Profinet
Funct=DCP_Set
Proto=EtherCAT
Funct=LogicalWrite
Proto=DHCP
Proto=HTTP
Proto=FTP

. Logical address, host, protocol, application...

Command and Function Decode:

Proto=Profinet
Funct=DCP_Set
Proto=EtherCAT
Funct=LogicalWrite
Proto=DHCP
Funct=Discover
Proto=HTTP
Funct=Get

Values Extraction:

User Prm Data_ Len=2
User Prm Data=0x00,0x00
Temperature=32degrees
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Industrieprotokolle

BACnet

CIP

DNP3
ELCOM-90
EtherCAT
Haag Damon
HART

iba Device Config.

Protocol
|[EC60870-5-104
IEC61850-GO0OSE
IEC61850-GSSE
IEC61850-MMS
IEC61850-SMV
LonTalk
Modbus

MRP

OPC UA
OpenProtocol

& Rhebo

Powerlink
Proficy iFix
Profinet
Profinet I0 CM
PSI

RK 512

S7

Sercos |l
Sinec H1
WinCC

Netzwerkprotokolle

Acronis Backup

Adobe Server
ARP

AXIS Camera
Management
Canon BJNP
CDP

CGMP

Cisco

Cisco DCE
COTP
DCE/RPC
DEC

DHCP

DNS

DTP

ECTP

EGP

EIGRP

11

FTP Control
FTP Data
HP

HP DTC

HP Extended LLC
HP Probe
HSR

HSRP

HTTP
HTTPS
ICMP

IGMP

IPv6
Kerberos
LDAP

LLC

LLDP
LLMNR
McAfee ePO

Alktuell unterstiitzte Protokolle (v2.4)

mDNS
NetBIOS

NFS

NTP

OSPF

PIM

PTP

QuIC

RDP

Remote Shell
Rhebo
SentinelSRM
SKINNY SCCP
SMB

SMTP

SNMP
SQLNET?2
SSDP

SSH

Industrial Network Continuity

SSL

STP

Symantic Endpoint
Protection Manag.
Syslog

TDS

Telnet

TFTP

TNS
VMWare-Lab-
Manager

VNC

VRRP

WLCCP

X11
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IT-Sicherheit: Normen, Standards, Richtlinien

Office Bereich Produktionsbereich
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Der (grobe) Weg durch die IEC62443

Festlegung: Anforderungen
Sicherheitslevel (Dokumente)

EEHED auswahlen und

Schutzlevel umsetzen

Scope festlegen
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Allgemeine Konzepte (General Concepts)
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Defence in Depth
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Defence in Depth im Unternehmen

IT
Information Technology
Unternehmens-/Office-IT

oT
Operational Technology
Produktions-IT
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Zusammenspiel der Rollen
im Security-Lebenszyklus

2-1 2-3 2-4

ISO 27001 ff
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PDCA-Vorgehensmodell

Start
—
Strukturanalyse

Prozess-
\/d

okumentation
- N/

-\ —

Vorgehensmodell nach VDI_2182_1
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Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

== Can I Recover My Files?

SN62017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
gt o T But if you want to decrypt all your files, you need to pay.
SR o't You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specxﬁed in this wmdow

512002017 00:47:55

lime Left

Beispiel Wanna[ry; Send $300 worth of bitcoin to this address:

: - 2
WannaCry hat sich rasend schnell .

ausgebreitet. ... ”

-
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HESMB
28 W Profinet (> |

SSL
2 | MUnknown*
MICMP

EWinCC
1.5 | IIDNS
MiPve
ELLDP

Mbit/s

“.. Normaler Profinetverkehr, valides
Datenbankupdate liber SSL - aber
anormal hoher SMB-Verkehr.”

N /
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Hosts: Details
« Name: fc:f8:ae:0b:a0:01
« Notifications: & [) # @
+ MAC address: fc:f8:ae:0b:a0:01
« Vendor: Intel Corporate
« Device type: 10 controlier
I | L
| Rortnet © e
.!'l 40
C’ Rhebo industrial Protector v
RT CLASS 2 UNICAST
+! Notifications (66/13)
00:1b:1b:ba:d0:01 = RhebolLablOKnot_9 Profinet: ~25KB 35 i
(AT CLASS 2 UNICAST}
& Dashboards s
00:1b:1b:beef: 15 = fc:f8:ae:0b:ad:01 Y sl ~66 8B 1 i _
|~ Trend Analysis
RhebolablOKnot_0 = fc:f8:ae:0b:ad:01 ~498B 1 i o
& Hosts
RhebolablOKnot_1 = fc:f8:ae:0b:ad:01 ~498B 1 i
= Conversations
Rhebol.ablOKnot_2 = fc:f8:ae:0b:ad:01 ~498B 1 i
RhebolablOKnot_3 = fc:f8:ae:0b:ad:01 ~498B 1 i |
1300 1330
RhebolablOKnot_4 = fc:f8:ae:0b:ad:01 ~498B 1 i
RhebolablOKnot_6 = fc:f8:ae:0b:ad:01 ~498B 1 i
RhebolablOKnot_7 = fc:f8:ae:0b:ad:01 ~498B 1 i

RhebolablOKnot_8 = fc:f8:ae:0b:ad:01

Beispiel Ubernahme a la Stuxnet:

RhebolablOKnot_9 = fc:f8:ae:0b:ad:01

00:1b:1b:beef: 15 = fc:f8:ae:0b:ad:01

“Ein Angreifer hat sich durch DCP und
ARP mit I/0-Geraten verbunden, um
diese zu lesen und zu steuern.”

fc:f8:ae:0bzad:01 = Broadcast

01:0e:cf:00:00:00 = fc:f8:ae:0b:ad:01
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Contact Seller

>2$<HUGE BANKING FULLZ BIGGEST FORMAT!

Limited in stock! U can use them for: - LOANS - BANK DROPS - BANK ACCOUNTS -
TAX - ID VERIFICATIONS - PAYPAL ACCOUNTS And More format: firstname lastname
ssn dob di_number di_state gender military_active amount_requested residence_type
residence_length address1 address2 city state zip phone_home phone_cell contact_time
emalil ip_addr pay_frequency net_income fir...

l ‘Hl' . Ill SOldbyGnmm-maw;dsmoeAp,z‘.zmsm

Favorite Listing
Favorite Seller

Alert when restock

Report Listing 75 items available for auto-dispatch
— A Features Features
Product class Digital goods Origin country Worldwide
R Quentiyln Unimica Shipe o worowide
Fraud 5507 ﬁl Ends in Never Payment Escrow
) Drugs & Chemicals 11391 Default - 1 days - USD +0.00 / item =
—1 Guides & Tutorials 2218
Botnets & Malware Stampado Ransomware - FUD - CHEAPEST - ONLY $39 - ... P Y
~) Counterfeit ltems 708
Digital Products 1839
71 Jewels & Gold e | B
ewels
- . | Allyour files have been e Stampado Ransomware - FUD - CHEAPEST - ONL >
'eapons y -
e Y - FULL LIFETIME LICENSE
Carded ltems 303 e T i ssaths naah e T
") Services 1908 | (B o e T Stampado Ransomware You always
Other Liss e iy St e o sy 2y o e wanted a Ransomware but never wanted to pay hundreds of dollars for it ? - This list is for
you! )

ey por 0 (e ol ast W w2 seac Pu mEachon

Software & Malware Stampado is a cheap and easy to manage ransomware, developed by me and my team. it...

‘ Sold by The_Rainmaker - 2 sold since Jul 12, 2016 QYEEEI@RETER Trust Level 5

Security & Hosting

—— il Features Features
/ e ~ Product class Digital goods Origin country Worldwide
= E . Quantity left Unlimited Ships to Worldwide
M d rkt p I atze Im D d rkn Et * Ends in Never Payment Escrow
“Malware, Angriffe, Idenditaten kosten |
B | Default - 1 days - USD +0.00 / item ~|
K o 2 Purchase price: USD 39.00
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Millionen ICS sind aus dem Internet erreichbar

XZERES Wind Turbine

XZERES Wind designs & manufactures wind energy systems for small wind turbine market
designed for powering homes farms or businesses with clean energy.

z.B. www.shodan.io
PIPS Automated License Plate Reader

The PIPS AutoPlate Secure ALPR Access Control System catalogs all vehicles entering or exiting an
access point to a site or facility.

The search engine for Buildings

The search engine for the Internet of Things
The search engine for Refrigerators

€ Rhebo



QRhEbO Industrial Protector vz2.o-sprint

@ Dashboards Interfaces Host Protocols  Notifications Time window = % .
ot (ot sot J A1 EESE |-
¢ Notifications
- -
& Deviees/ 1ol Devices/Hosts: List
= L
& Conversation Map Host ~ Impact Risk Score Notifications «" Vendor Device Type " Firmware Version CVEs Sent Received Total
Network Map i N N* ~160.6 MB ~ 160.6 MB
Common Vulnerabilities And Exposures
lat Vendors Pi... ~351.0kB ~374.1kB ~725.1kB
[+~ Protocols N* 3741kB ~351.0kB ~725.1kB
Host
= ™ -'port-001 em... 0B 798B
= Conversations - Co ... 798 798
Ynclor Baios Bes G i 6MB 0B ~160.6 MB
- Bo e o A Siemens, SIMATIC NE...
Firmware Version
- 3 < 1 10 § rows per page
Siemens, SIMATIC NET, SCALANCE X202-2P IRT, 6GK5 202-2BH00-2BA3, HW:
Version 6, FW: Version V05.01.02, SVPE1192254
CPE
cpe:/h:siemens:scalance_x202-2p_irt:-
“ 1 L n
ove Severtty Die veraltete Firmware eines
CVE-2013-3633 [ High | c 0 .
Switches im OT-Netz eines
# Administration Exploit Score Impact Score . .
8 85 | Automobilherstellers wies hoch- |

S—— risikoreiche Schwachstellen auf”

The web interface on Siemens Scalance X200 IRT switches with firmware before X-
200IRT 5.1.0 relies on client-side privilege checks, which allows remote authenticated
users to execute arbitrary commands via unspecified vectors.
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@ RhEbO Industrial Protector v24.o-sprnts

@ Dashboards Interfaces Host Protocols Notifications @ Time window .
[Not set [l A v+ & &)= s e
" " L]
% Devices/Hosts NOtIflcatlon S

|#” Protocols

m [ - & Export Notifications~ = & Maintenance mode

= Conversations

Rl 00:50:56:mm mm '

% Functions
U © IPaddress:®@® H & vmware
Message: Plain text password 50:0£:80 e mm w ()
316:49:30 ~ Q@ ET™ LI .
U © Public IP address: .M  ® 9 Sorecher utomatc
U © Public IP address: ™" B B °°’°°’f9"| - ©
9 U |
. . “ . . 00:12:a4:™ W W 0 00:12:ad: mm 0
Angriffsvektor Logins: “Im Leitnetz eines [ I
Stromnetzbetreibers fielen unsichere /
Logins in bestimmten e e
Kommunikationsverbindungen auf. Ein isopHosl

Angreifer hatte leichtes Spiel.” Y,
& Rhebo 27
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w2 Notifications 00:1b:1b:3f:c4:5f
Siemens AG,

= Profinet

@ Dashboards

|+ Trend Analysis

2. % 9785 'S :

d 2 ¢ Details 9
& O %, %% 5 [ x Hie |
&= Detailed Search

= Conversations

% Events

220197 /i
st 220.59/ 0a:0...
wor s .gg.zzo/ 00:0...

- .26/00;
29 15

™

Beispiel Netzwerkteilnehmer:

“Es gab Teilnehmer im Netzwerk, die
dort nichts zu suchen hatten.”

/ Administration /
Q R h e b 0 Industrial Network Continuity




c, RhEbO Industrial Protector vi.420gss0ca7a

@ Dashboards

|+ Trend Analysis

&4 Hosts

= Conversations

% Events

#~ Administration

¢ Rhebo

Notifications

New Notifications (140473/22678)

v | Timestamp v

" Value Hosts

Monitored (0/0)

rre- A E3 E3 E)

Ignored (0/0)

v 2016-08-08 22:54:23 » B0 *.32.218/00:e0:04:2d:c2:5d =2. . .
v | 2016-08-08 22:54:23 » AP - ) - 32218/ 00:e0:04:2:c2:50 = . : ) : )
v 2016-08-08 22:54:22 » @0 % 32.218 / 00:e0:e4:2d:c2:5d .—_~ . : :
v 2016-08-08 22:54:22 » B9 . ) : ' .32.218 / 00:e0:e4:2d:c2:5d =’ .
v | 2016-08-08 22:54:22 » B® . 32,218/ 00:0:04:20:02:50 = : :
v 2016-08-08 22:54:22 » @@ 2 32.218 / 00:e0:e4:2d:c2:5d .—_’:
v 2016-08-08 22:54:22 » B - 32.218 / 00:e0:e4:2d:c2:5d .—_'
v 2016-08-08 22:54:22 » @B .. 32.218/00:e0:04:2d:c2:5d = ..
v | 2016-08-08 22:54:05 » B9 ,.:::‘32.218/00:e0:e4:2d:c2:5d.——’: : i :j
Beispiel Vermutlicher Angriff: RS
“Es schaut aus wie ein Port-Scan, und
eventuell ein Angriff oder dessen cosam
Vorbereitung.” e
— o — :2d:c2:5d .——‘: S
v | 2016-08-08 22:53:41 » B9 L ' 32.218 / 00:€0:04:2d:c2:5d = : : : : :
v | 2016-08-08 22:53:41 » @@ s ..32.218 / 00:e0:e4:2d:c2:5d = | : : ; )
v 2016-08-08 22:53:41 » @@ .. 32218/ 00:60:e4:20:c2:5d =. : : : R

c2sd= L

c2:5d= -

% Cyclic message double, ¢ ~

: 32.230 / 00:1b:1b:82:f5:c1
:.32.230 /00:1b:1b:82:f5:¢c1
:.32.230 /00:1b:1b:82:f5:c1
: ) : .32.230 / 00:1b:1b:82:f5:c1
,32.230 / 00:1b:1b:82:f5:c1
) 32.230 / 00:1b:1b:82:f5:c1
1.32.230 / 00:1b:1b:82:f5:¢1
}32.230 /00:1b:1b:82:f5:¢c1
: ,32.230 / 00:1b:1b:82:f5:C1
: 32.230 / 00:1b:1b:82:f5:c1
) 32.230 / 00:1b:1b:82:65:¢1
:32.230 / 00:1b:1b:82:f5:c1
:32.230 / 00:1b:1b:82:f5:c1
.32.230 / 00:1b:1b:82:f5:c1
) 32.230 / 00:1b:1b:82:f5:c1
:.32.230 / 00:1b:1b:82:f5:¢1
:32.230 / 00:1b:1b:82:f5:c1
: ,32.230 / 00:1b:1b:82:f5:C1

L32.230 /00:1b:1b:82:15:¢1

CUSTO}

CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:
CUSTOM:

Industrial Network Continuity

TCP Port = 61389
TCP Port = 61377
TCP Port = 61376
TCP Port = 61375
TCP Port = 61351
TCP Port = 61350
TCP Port = 61349
TCP Port = 61348
TCP Port = 61347
TCP Port = 61346
TCP Port = 61345

TCP Port = 61344




c Rhebo industrial Protector vi.zogesocsrs

+! Notifications

(140473/22678) I = [’y stS - D etails

& Dashboards

|+ Trend Analysis

sl Top Protocols

4 N

“... Es war aber die regelkonforme
Steuerkommunikation eines
eingesetzten Roboters.”

o )
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Trend Analysis

-

Beispiel Datenbankabfragen:
“Die Netzwerkbelastung durch periodische
Datenbankabfragen muss in die Planung der
Netzinfrastruktur einberechnet werden.”

[n! Top Protocols

1000

W Other

ECUSTOM: UDP Port = 990

BARP

BENetBIOS

BWMRP

BHTTP

600 | ICUSTOM: TCP Port = 2222
TDS

ms7

W Profinet

800

kbit/s

400

200

Dentnnnl

Rudac Danlkate
T T

¢ Rhebo
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Industrial Protector vzoo

¥ Notifications. '_ e & Pm'f’m“" Né‘mcéﬁ"ﬁ A ] =] No profie solocted 4
@ Dashboards
|+ Trend Analysis NOtificationS
. Hosts Inbox Menitored Cleared
= Conversations 2 Automatic refresh 7 s '.- & Export Notifications «
First occurrence Last occurre Protocol Risk Score
¥ Events
2018-02-28 14:17:40  2018-02-288¢/ Qe /00:e0:0q M W Veritas & Download PCAP
. /ooibibE m
IP address: 172.16. HEW P
Message: TCP window of size C
2018-02-07 09:25:53  2018-02-0 = 28:63:368 E Profinet & Downloixd PCAP
5.1
5.1
[l ©® MAC address: 28:63:36:™ 5.1
Protocol: Profinet
Beispiel Fehlkonfiguration VM: Jkl KK, 10_¢] o por pege
“Ein bestimmter Host weist stets ein TCP-
Fenster der Grol3e Null auf. Damit kénnen
keine Daten empfangen werden. ..." P
Q R h e b 0 32 Industrial Network Continuity



aRhEbO Industrial Protector oo

¥ Notifications f%  Wed, Feb 28, 2018 2:22 PM Quick ranges

Last § minutes
@ Dashboards Host To fil  Wed, Feb 28, 2018 2:26 PM Last hour
Last day
Protocols Al sedected - Range € 4minBs 9 Last week
Last month
-~ x Last year

ifi i T * “a I =
&% Hosts Nofications g All data

|2 Trend Analysis

-—

S— - [

Conversations

% Events

B Troughn DOWN ‘ (&)
“... Der Host war ein Backup-Server, der in einer = e e e

VM lief - allerdings lief eine zweite VM, die
aufgrund einer Fehlkonfiguration die
Ressourcen vollstandig beansprucht hat.”

NS
¢ Rhebo

/
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QRhEbO Industrial Protector vzos

Interfaces Host

(o0 1200057520 l Nt

Protocols Notifications

0 ooBes SR (-

¥ Notifications

Dashboards

12 Trend Analysis NOtifiCatiOI’IS

e i e B .. /Beispiel unerlaubte Fernwartung in einem Kraftwerlh

- N .. “VNC wird fiir die Fernwartung eingesetzt, aber eine

nicht erlaubte IP-Adresse ist aufgefallen. Die

. komplette Verbindung wurde aufgezeigt. Ein

Mitarbeiter hat sich aus Bequemlichkeit aus dem
Office-LAN heraus mittels Manipulation der

CALCILEREIEEEE Firewallregeln einen Fernwartungszugang gelegt. ”

¥ Events

#5 © IPaddress:
Protocol: VNC

[7) © IPaddress: ®
Protocol: VNC

! Notifications

@ Dashboards

|#” Trend Analysis conversations

# Administration

o Hosts |#a Throughput
3 | W Throughput DOWN) o
W Throughput (UP)
2
% Events
i
Lo i
2
-
4
2
3
19:35 19:38 19:37 19:38
Time
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IEad DIGITAL FORENSICS

a Rhebo industrial Protector va2ospins

@ Dashboards Interfaces Endgerat Protokolle W Meldungen Zeitfenster o ) . .
thebo-industrial-pr... Jll Nicht gesetzt Jll VNC | T R | o Filterprofil ausgewshit ¥ | | «

¢ Meldungen
% Endgerste/Hosts MEId U ngen

l» Protokolle Eingang Uberwacht Quittiert

Uberwachen Gefilterte {iberwachen e[ CHEG TR | & Exportiere Meldungen «
Intem 017 (19... € Intern 014 (19... €

& SIEMENS L S
e Endgerite Protokoll Risikobewertung
Intern 024 (19... ) Bxtarn 002 (17... ) _Intgr_’_r‘]_gj?_(‘l_g_?:_'l_f_i_@_1QQ_j_Q5_)_ =4 VNQ & PCAP herunterladen
§ vmware|" | ? Lanner 5 Intern 041 (192.168.100.163)
Intawmn 019 (19...
? i Intern 012 (192.168.100.105) = terladen
i";‘“ e ;’i”‘ B0 Intern 041 (192.168.100.163)
Hiwdett Packard ot anner| L N p TTTmmmmmmmmmmmmmmTmmmmmmmmmmsmmmmmmmmme e
e ol s o] | Intem 012 (192.168.100.105)= VNG RP heruntertaden
e e Intern 041 (192.168.100.163)
Intern 012 (192.168.100.105) = VNC & PCAP herunterladen
Intern 041 (192.168.100.163)
Bxtarn 003 (21... () \ ntarn 012 (19... ) K
? Lanncr ? ‘:‘;ﬁ"ﬁfn-s _Intgr 0 H . n
Intern 015 (19... () ! Inter] Belsplel Sabotage-
&l
Zxtern 010 (91... 9 !ﬂt@[‘ “
ntern 021 (19... () Iazesn 022 (19... ) 4 Lanner !n'_@'_’ VNC Wu rde Zu r RemOte_Wa rtu ng
fracle Ceeporaien vmware a "
* : eingesetzt - durchaus erlaubt ....

N
Q R h e b 0 Industrial Network Continuity




IEEQd DIGITAL FORENSICS

(raw payload):
VNC CODES - y \ s
decoded binascii.hexlify(raw payload).decode

(decoded) decoded[ |] decoded[ -]

decoded[-7:] VNC CODES:
key stroke VNC CODES[decoded[-7:]]
( . (key stroke))
PORT_RANGE ITTTP i, key stroke = binascii.unhexlify(decoded[-2:]).decode(
(key stroke, end , flush e)

(rawPacket) :

“... Es war jedoch der Sabotageangriff
o o e eines Innentéters, der (nachweislich)
ouPacket haslayer (aw) gezielt und konzertiert Gerate

(o finecsys sro 1 store=, pr heruntergefahren hat.”

IDDDDDDDH“““““'

[ Isshhuuttccoowwnn inooww Return/Enter
Return/Enter
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